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records. The stringency of these con-
trols corresponds to the sensitivity of 
the records that the controls protect. 
At a minimum, these controls are de-
signed to ensure that: 

(1) Records are protected from public 
view; 

(2) The area in which records are 
kept is supervised during business 
hours in order to prevent unauthorized 
persons from having access to them; 

(3) Records are inaccessible to unau-
thorized persons outside of business 
hours; and 

(4) Records are not disclosed to unau-
thorized persons or under unauthorized 
circumstances in oral, written or any 
other form. 

(b) Restrictive procedures. The agency 
will implement practices and proce-
dures that restrict access to records to 
only those individuals within the agen-
cy who must have access to those 
records in order to perform their duties 
and that prevent inadvertent disclo-
sure of records. 

§ 304.30 Contracts for the operation of 
record systems. 

Any approved contract for the oper-
ation of a record system will contain 
appropriate requirements issued by the 
General Services Administration in 
order to ensure compliance with the re-
quirements of the Privacy Act for that 
record system. The contracting officer 
of the agency will be responsible for 
ensuring that the contractor complies 
with these contract requirements. 

§ 304.31 Use and collection of social se-
curity numbers and other informa-
tion. 

The agency will ensure that employ-
ees authorized to collect information 
are aware: 

(a) That individuals may not be de-
nied any right, benefit, or privilege as 
a result of refusing to provide their so-
cial security numbers, unless the col-
lection is authorized either by a stat-
ute or by a regulation issued prior to 
1975; 

(b) That individuals requested to pro-
vide their social security numbers, or 
any other information collected from 
them, must be informed, before pro-
viding such information, of: 

(1) Whether providing social security 
numbers (or such other information) is 
mandatory or voluntary; 

(2) Any statutory or regulatory au-
thority that authorizes the collection 
of social security numbers (or such 
other information); 

(3) The principal purpose(s) for which 
the information is intended to be used; 

(4) The routine uses that may be 
made of the information; and 

(5) The effects, in any, on the indi-
vidual of not providing all or any part 
of the requested information; and 

(c) That, where the information re-
ferred to above is requested on a form, 
the requirements for informing such 
individuals are set forth on the form 
used to collect the information, or on a 
separate form that can be retained by 
such individuals. 

§ 304.32 Employee standards of con-
duct. 

The agency will inform its employees 
of the provisions of the Privacy Act, 
including the scope of its restriction 
against disclosure of records main-
tained in a system of records without 
the prior written consent of the indi-
vidual involved, and the Act’s civil li-
ability and criminal penalty provi-
sions. Unless otherwise permitted by 
law, an employee of the agency will: 

(a) Collect from individuals and 
maintain only the information that is 
relevant and necessary to discharge the 
agency’s responsibilities; 

(b) Collect information about an indi-
vidual directly from that individual to 
the greatest extent practicable when 
the information may result in an ad-
verse determination about an individ-
ual’s rights, benefits, or privileges 
under Federal programs; 

(c) Inform each individual from 
whom information is collected of the 
information set forth in § 304.31(b); 

(d) Ensure that the agency maintains 
no system of records without public no-
tice and also notify appropriate agency 
officials of the existence or develop-
ment of any system of records that is 
not the subject of a current or planned 
public notice; 

(e) Maintain all records that are used 
by it in making any determination 
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